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Abstract

The author assesses the degree of efficacy of Anti-Money Laundering (AML) regimes
and Asset Recovery (AR) measures within BRICS and ASEAN member states, primar-
ily in their capacity to address illicit financial flows and transnational organized crime.
The study employs a comparative cross-regional methodology involving legislative re-
view, Financial Action Task Force (FATF) mutual evaluation reports, and case studies as
a primary basis for the exploration. The author examines preventive mechanisms in AML
and also reactive components in Asset Recovery practice and law; he also investigates
emerging risks stemming from the increased use of cryptocurrencies as well as informal
value transfer systems. The research illustrates a persistent compliance—effectiveness
gap; while laws and regulations generally reflect international legal obligations, the en-
forcement capacity is relatively weak due to fragmented regulations, lack of cross-bor-
der cooperation, corruption, and lack of resources. The author studies involving Brazil’s
Operation Car Wash and Singapore’s cryptocurrency seizures signal some potential for
success; however, systemic limitations remain extensive. ASSET RECOVERY rates re-
main globally and regionally close to one percent of illicit proceeds. The assessment
concludes that BRICS and ASEAN states must go beyond compliance if there is to be
an improvement in enforcement. Entailing measures such as harmonized regulation of
virtual assets and improved judicial and law enforcement capacity and more extensive
agreement on cross-border cooperation will be crucial to close the enforcement gaps
and address permanent increasingly sophisticated criminal networks.
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AHHOTaumua

B nccnenoBaHum ougHMBAETCS NMOSIE3HOCTb PEXMMOB MPOTUBOAENCTBMUS OTMbIBAHMIO
neHer v Bo3Bparta aktmBoB B ctpaHax BPUKC n ACEAH, npexae BCero ¢ To4KM 3peHus
MX COCOBHOCTU NPOTUBOAENCTBOBATL HE3aKOHHbLIM GUHAHCOBbLIM NOTOKAM W TPAHCHa-
LIMOHasNbHOW OpraHM30BaHHOM NPeCcTynHoCcTM. B paboTe NpuMeHsieTcs cpaBHUTENbHAs
MeXpernoHanbHass MeTOA0I0rMsl, BKJIOHAOLWAS aHaNu3 3akoHOAATeNbCTBa, OTYETHI O
B3aUMHOW oueHke pynnbl pa3paboTku GUHAHCOBbLIX Mep 60pbObLI C OTMbIBAHMEM Ae-
Her, a TakXXe Kelchbl B Ka4ecTBe aMnmpuyeckor 6a3bl. ABTOp paccmatpmBaeT Kak npe-
BEHTUBHbIE PEXMMHbIE MEXAHNU3MbI, Tak N PeaKTUBHbIE KOMMOHEHTLI B MPaKTUKE U npa-
BEe BO3BpaTa akTMBOB; TakXXe OH aHannM3npyeT PUCKM, CBSI3aHHbIE C PaCLLUMPSAOLLMMCS
MCMNONb30BaHMEM KPUMTOBAIOT U HedOpMasbHbIX CUCTEM Nepenayn LeHHocTen. Pe-
3ynbTathl PaboThl NOKA3bIBAOT COXPaHEeHMe YCTOMYMBOrO pa3pbiBa Mexay popmarib-
HbIM COOIOAEHNEM HOPM U UX AENCTBEHHOCTBIO: HECMOTPS Ha TO, YTO 3aKOHbI 1 Apyrne
HOpPMaTMBHbIE aKTbl B LEJIOM OTPaxalT MeXOyHapOOHO-MpaBoBble 00s3aTeNnbCcTBa,
noTeHuman npaBoONPUMEHEHUsSI OCTAaETCsl OTHOCUTESIbHO cnabbiM M3-3a dparMeHTu-
POBAHHOCTM PEryanpoBaHunsi, KOppPynuumn, orpaHN4YeHHOCTN PecypcoB 1 HeO0CTaTKOB
B TPaAHCrpaHNU4YHOM coTpyaHun4ecTBe. Kelchbl, CBA3aHHbIE C onepaumen «ABTOMONKa» B
Bpa3unun n nsbatmem kpuntosantot B CuHranype, 4eMOHCTPUPYIOT NoTeHuman ycne-
Xa; 04HaKO CUCTEMHbIE OrpPaHUYeHnst No-NpPexXHeMy 3Ha4ynTeNbHbl. YPOBEHb BO3BpaTa
aKTMBOB OCTaéTCcs Kak B r71006a/bHOM, Tak 1 B PErvoHasbHOM Maclutabe G5M3kuM K
OOHOMY MPOLEHTY HE3AKOHHbIX A0X0A0B. OTMeYaeTCs, YTO CTpaHaM-4eHaM Ha3BaH-
HbIX 00beANHEHN HEOOXOAMMO BbLINTU M3 pamMoK GOpManbHOro CoboaeHNS HOPM
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[ON5 MOBbILLIEHMS Ka4eCTBa NpaBonpuMeHeHus. [1ns ycTpaHeH s pexXmnMHbIX Npobenos
TpPebyloTCs Takme Mepbl, Kak rapMOHM3aLMa PEryinpoBaHnsa BUPTYaslbHbIX akTUBOB,
yKpenneHne cynebHoro n npaBOOXpPaHUTENBLHOMO NOTEHLMANA, a Takxke paclupeHme
COrnalleHnin 0 TPAHCIPAHNYHOM COTPYAHMYECTBE C LeNblo NPOTUBOAENCTBUS BCE 60-
Jlee pa3BUTLIM MPECTYMNHbLIM CETAM.

KnwouesBblie cnoBa

npotmBoaencTeme otmbiBaHuio aeHer; ACEAH; Bo3spat aktmeoB; BPUKC; paspbie
Mexay cobsiloaeHneM pPexrmoB 1 Nx apPeKTUBHOCTbLIO; TPAHCHALMOHAsIbHAst OpraHm-
30BaHHas NPECTYNHOCTb.

BnarogapHocTu: ABTOP BbipaXaeT MCKPEHHIo 6rnarofapHocTe YHuBepcuteTy My-
xaMmmagmm MorbskapTsl 3a noaaepkKy 1 Bknag, B ucciegosaHme. Akagemmnyeckas cpe-
[a U pecypchbl YHMBEpPCUTETA 3HAYUTESIbHO CrOCOOCTBOBANM 3aBEpPLUEHUIO PaboThl.
ABTOpP TakXe BblpaxaeT NpU3HaTeNbHOCTb 3a NOAAEPXKY B XO4e UCCen0BaTeIbCkoro
npotiecca.

Ana yntupoBaHusi: AHrpnasaH P. Pexnmbl NpoTMBOAENCTBUS OTMbIBAHUIO AEHET U
Mepa Bo3BpaTa akTMBOB B 6opbbe C TpaHCHaUMOHaNbHOM OpraHM30BaHHOW NpecTymn-
HOCTblO B KOHTekcTe BPUKC-ACEAH // Mpago. >KypHan BbiCLuel LKOAbl 9KOHOMUKN.
2026. Tom 19. N2 2. C. 273-297. DOI:10.17323/2072-8166.2026.2.273.297

Introduction

Illicit financial flows and transnational organized crime (TOC) are seen
as a serious threat to global stability and able to compromise economic
growth, governance and the rule of law. Anti-Money Laundering (AML)
and Asset Recovery (AR) are the dual pillars of the global response to these
threats. AML operates as a preventive option by screening for illicit financ-
es from entering the financial system, while AR operates retroactively to
identify, seize, and repatriate illicit proceeds after-the-fact. AML and AR
are both situated within context of extensive international standards, in-
cluding the recommendations of the Financial Action Task Force (FATF)
and conventions initiated by the United Nations, including the Convention
Against Transnational Organized Crime and the Convention Against Cor-
ruption [Weilert A.K., 2016: 216].

The extensive literature and education related to AML and AR frame-
works have produced scholarship on the global, regional, and national
stages. Some studies assessed trend towards FATF’s risk-based approach.
Others considered what contributes to operational effectiveness, especially
the role of financial intelligence units in this process [Reznik O. et al., 2023:
94]. More research on BRICS and ASEAN economies provides additional
evidence of the commonality of fragmented regulatory environments, dif-
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fering enforcement capabilities, as well as vulnerabilities related to rapid
economic growth [Lee B. et al., 2025: 130]. Brief case studies illustrate the
success of asset recovery in cases, such as Brazil’s Operation Car Wash or
Singapore’s cryptocurrency asset seizures, demonstrate common asset re-
covery outcomes are extremely low, approximately one percent globally.

Despite the extensive body of scholarship, there remain gaps. First,
comparative analysis of AML and AR results continue to conceptualize
BRICS and ASEAN economies separately, despite shared vulnerabilities
and common exposure to transnational criminal networks. Second, though
there has been increased attention to the emergence of cryptocurrencies
and alternative value transfer systems as non-traditional financial channels,
there is limited integrated literature that examines how these modalities
create additional AML-AR weaknesses in high-growth economies. Third,
there remains insufficient empirical scholarship on the intersection of sys-
temic corruption and governance deficits, as well as the operational limita-
tions of AML/AR enforcement in high-growth economies together con-
spire to undermine even the most legal frameworks.

The proposed paper fills these gaps by providing a comparative cross-
regional analysis of AML/AR in BRICS and ASEAN economies, account-
ing in particular for structural, operational, and political factors contribute
to purpose of AML/AR frameworks, as well as consideration of emergence
of digital financial ecosystems and what regulatory fragmentation and more
entrenched governance weaknesses means from the valuation of TOC ex-
ploitation, compounded with procedural hurdles in which the enforcement
of AML/AR recoverable is already being rendered weak ones. The paper
is a synthesizing exercise through legislative analysis, FATF mutual evalu-
ation reports, and illustrative case studies, to better understand why the
compliance-effectiveness continues to exist and what if anything can be
done to narrow the gap.

The paper aims to map the AML and AR framework in BRICS and
ASEAN states against international norms to both elucidate areas of con-
vergence and divergence in legal and institutional structures, and to analyze
operational and governance-related challenges that affect enforcement and
asset recovery. It will also propose interventions from harmonizing regula-
tions on virtual assets to capacity building in judicial and investigative bod-
ies, that able strengthen cross-border efficacy in financial crime prevention
and recovery. Ultimately, the objective of the study is to provide insight into
the ability of regional decision-makers and, by extension, the international
community, to rethink AML and AR responses to increasingly adaptive
and technologically sophisticated criminal enterprises.
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1. Foundational Frameworks:
International Standards and Conventions

The international effort to combat money laundering and transnational
organized crime is based on international standards and treaties that pro-
vide the foundation for countries to work together.! These standards and
treaties are not merely high-minded standards; they represent operational
and legal frameworks that countries use to build and evolve their own do-
mestic AML and asset recovery systems. If there were not these common
points of reference in the international community’s fight against finan-
cial crimes, responses to instances of financial crime would be inconsistent
fragmented, and weak [Nguyen Q.K., Dang V.C., 2022: 13]. The intent is
to have common benchmarks for identifying, preventing, and prosecuting
illegal financial activity, and recovering stolen or concealed assets, regard-
less of borders or the political systems within which operations occur. Two
of the primary elements of this system are the standards established by the
FATF, and the legally binding treaties developed under the United Na-
tions’s auspices.?

The FATF playing a distinctive and influential role in this process is an
independent inter-governmental body that develops and promotes a com-
prehensive set of measures to fight money laundering, terrorist financing,
and the financing proliferation of weapons of mass destruction. The FATF’s
Forty Recommendations have all but become universally recognized as the
pre-eminent standards for developing useful AML and counter financing
of terrorism systems. What is most remarkable about the FATF is not sim-
ply the range of standards, but the willingness to evolve its standards. The
Recommendations are not carved in stone; they are updated regularly to
catch-up with new threats and technologies, including the use of virtual
assets, the challenges of identifying beneficial ownership, and promoting
financial inclusion. The adaptability allows the FATF’s standards to stay
relevant in a world where the methods of criminals continue to evolve.

A central characteristic of the FATF’s guidance is a risk-based approach.
Instead of the FATF approving a universal one-size-fits-all approach, the
risk-based approach requires countries to identify their own risks associat-
ed with money laundering and terrorist financing. This knowledge should

' The FATF Recommendations: International Standards on Combating Money
Laundering and the Financing of Terrorism & Proliferation. 2023. Introduction. Available
at: https://www.fatf-gafi.org/en/topics/fatf-recommendations.html (accessed: 15.03.2026)

2 The FATF Recommendations updated. Recommendation 1 to 40. Available at:
https://www.fatf-gafi.org/content/dam/fatf-gafi/recommendations/FATF%20Recom-
mendations%202012.pdf.coredownload.inline.pdf (accessed: 15.03.2026)
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subsequently drive how various resources are allocated, and how preventa-
tive measures are designed, channeling significant resources to respond to
the greatest threats. Countries are encouraged to develop their own con-
trols based on their unique vulnerabilities, which might range from the
misuse of cash-based economies to complex corporate forms designed to
obscure beneficial ownership [Marques A., Matos R., 2025: 2]. In addition
to this principle the FATF has provided detailed guidance on how coun-
tries should supervise AML/CFT obligations and enforce compliance with
standards, clearly signaling that while the standards are universal for all
countries, implementation of the standards should reflect local contextual
factors.

To ensure its recommendations are not a formal exercise to check off
a box, the FATF put in place a rigorous peer review process called mu-
tual evaluations. It undertakes mutual evaluations collaboratively with
nine FATF-Style Regional Bodies (FSRBs); for example, the Asia/Pacif-
ic Group on Money Laundering evaluates a member country’s technical
compliance to the standards by their laws and regulations as well as their
effectiveness — the implication of those laws and regulations. This results
in reports, not in checklist of technical compliance, but in a substantive
report with a detailed assessment of compliance with the standards, and
concrete recommendations, based upon the countries’ unique profile, to
improve their national systems.

However, with mutual evaluations there has been persistent discussion
around the gap mentioned. In some countries, while the country may score
well in technical compliance, the practice and operationalizing enforce-
ment results of the country are left far behind. India, for instance, has very
strong technical compliance, but only moderate purpose in their supervi-
sory and prosecutorial capacity.® For the past several years, Brazil has made
some advancement, but has a very long way to develop its prosecutorial
capacity to enforce against the money laundering offense.* Both examples
illustrate a critical point: having the right set of governing laws, on paper,
does not equal outcomes in effective prevention, investigation or prosecu-
tion of AML/CFT matters. Its capacity goes beyond governing laws to also
law enforcement operational capacity, political will, and coordination at all
agencies involved in enforcement efforts — which cannot be legislated. The

3 The Mutual Evaluation Report of India 2024. Para 5. Available at: https://www.fatf-
gafi.org/content/dam/fatf-gafi/mer/Executive-Summary-M ER%201ndia%?202024.pdf.
coredownload.inline.pdf (accessed: 16.03.2026)

4 The Mutual Evaluation Report of Brazil. 2023. Key Findings. Available at: https://

www.fatf-gafi.org/en/publications/Mutualevaluations/Brazil-mer-2023.html (accessed:
16.03.2026)
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FATF has been clear that its standards need to have appropriate operation-
alization and not a “tick-box” exercise.

This gap is particularly relevant in BRICS and ASEAN, given the econom-
ic size and geopolitical close of multiple countries in the regions where there
are more challenges, due to size and complexity. Moreover, as stated, there are
resource challenges, slow judicial processes, and rapid innovation of criminal
networks, all of which create additional challenges and barriers to turning legal
frameworks into results [Shahrokhi M. et al., 2017: 8]. If the international com-
munity is to surpass the tick-box of formal compliance, it is essential to address
the underlying issues as they pertain to disrupting illicit financial inflows.

While the FATF may set the tone for the operational aspects of AML/
CFT efforts, the legal framework for international cooperation against
transnational organized crime is anchored in three key UN conven-
tions: Convention against Illicit Traffic in Narcotic Drugs and Psycho-
tropic Substances;’> Convention against Transnational Organized Crime
(UNTOC);® and Convention against Corruption (UNCAC).” Together,
these three instruments lay the legal foundation that obligates states to
criminalize various offenses, including laundering of money, establish le-
gal frameworks for domestic law against engagement in organized crime,
address corruption and maintain the integrity of their justice systems.

What differentiates these conventions from more general policy frame-
works is their enforceability and the comprehensiveness of their provisions
regarding cooperation. In particular, they specify obligations for mutual
legal assistance, asset tracing, freezing, forfeiture, and the return of stolen
funds. The UNCAC, for example, not only makes asset recovery an issue
of primary concern, but labels it in Article 51 as a “fundamental principle”
that deserves an entire chapter describing the processes and tools to help
identify and return thefts, outlining both criminal and civil procedures,®
and urging states to provide the widest scope of cooperation that is pos-
sible. The expectation is that stolen wealth will not simply disappear into a

> The UN Convention against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances. 1988. Article 5. Available at: https://www.unodc.org/unodc/en/treaties/
illicit-trafficking.html (accessed: 25.04.2026)

¢ The UN Convention against Transnational Organized Crime. Resolution 55/25 of
November 15, 2000. Article 7. Available at: https://www.unodc.org/unodc/en/organized-
crime/intro/UNTOC.html (accessed: 25.04.2026)

7 The UN Convention against Corruption. Resolution 58/4 of October 31, 2003.
Chapter V. Available at: https://www.unodc.org/unodc/en/corruption/uncac.html (ac-
cessed: 25.04.2026)

8 The UN Convention against Corruption. 2003. Article 51 of Chapter V. Available
at: https://www.unodc.org/documents/treatics/ UNCAC/Publications/Convention/08-
50026_E.pdf (accessed: 25.04.2026)
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different jurisdiction, but that it can be identified, seized, and returned to
where it rightly belongs.

While BRICS and ASEAN states have overwhelmingly ratified these
conventions, the data does not reflect what is happening in practice. There
isa persistent “treaty-implementation chasm” such that no matter the com-
pleteness and comprehensiveness of the legal instruments that exist, there
is limited practice related to cross-border asset recovery. The world-wide
numbers on asset recovery indicate: global recovery rate remains around 1
percent of illicit proceeds, illustrating this gap starkly.

There are many reasons for it, and they are interrelated. While mutual
legal assistance processes are important to be able to guarantee due process
and sovereignty, they are often burdensome and slow processes. Mutual
legal assistance requests do not always get processed timely, are denied for
lack of backing evidence, or become weak ones because of technical errors
like poorly drafted evidence, and so on. Cross-border legal systems also
differ, which creates even more friction in obligations to exchange infor-
mation and evidence. Political considerations lead to some not cooperat-
ing in legal obligations, and some jurisdictions lack adequate resources, so
even the well-intentioned official making the request cannot process it in a
timely or efficient manner [Dang D.Q. et al., 2024: 1172].

These considerations lead to the conclusion: if asset recovery is go-
ing to be truly “beyond borders,” legal frameworks must be coupled with
mechanisms for practical, efficient and adequately resourced cooperation.
This would include an improvement in capacity for jurisdictions to draft
requests and then process them— not just at the evidentiary level, but also
relationally—with trust, and open communication with one another to sup-
port not overwhelming evidence too complicated to move forward. De-
veloping processes that address sovereignty concerns legitimately is also of
importance to ensure that they do not become a pretext for inaction. Fi-
nally, addressing the inertia of bureaucracy, the real-life reactions to politi-
cal will that binds to both the treaties and when the elected official needs
to put their words into action—so political will is not expressed only during
signing ceremonies, but is a part of everyday operational decisions [Mah-
mood H., Ashraf B., Tran V., 2026: 7].

2. Anti-Money Laundering and Asset Recovery
Frameworks in BRICS Nations

The BRICS states represent a disparate collocation of emerging econo-
mies, differentiated by legal traditions, institutional capacity, and socio-

political contexts, sharing a common struggle with money laundering and
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transnational organized crime [Wang F. et al., 2024: 4]. Each state has made
a commitment to both principle and practice to develop solid anti-money
laundering and countering the financing of terrorism (AML/CFT) regimes
based in domestic law and international standards. While they may have de-
veloped those regimes along different pathways, all five states have acknowl-
edged importance of legal infrastructure to protect their financial systems
from criminal abuse and serve to enable the recovery of illicit assets.

Across the BRICS block of states, national AML/CFT frameworks have
common features at the baseline. Each has criminalized money laundering,
imposed obligations on financial and designated non-financial businesses
and professions, and created institutional arrangements for the gathering of
financial intelligence and inter-agency collaboration [Guimaraes C., 2025:
21]. Frameworks contemplate criminal, administrative, and civil liability
for individuals and legal persons. Each state is also a party to the principal
international conventions with respect to anti-money laundering, transna-
tional organized crime and corruption. Given the commonality, there are
still differences in terms of detail and the application of those laws, par-
ticularly regarding virtual assets and its growing role in legitimate and illicit
financial flows [Qin S. et al., 2025: 5].

Brazil’s AML framework arose out of Law No. 9,613/1998 and creat-
ed the Council for Financial Activities Control as its FIU and subjected
a variety of industry actors to broader compliance obligations.’ Brazil is
a vibrant member of both the structured and unstructured international
AML/CFT community, the FATF and the Financial Action Task Force
of Latin America respectively, providing stability for evolving AML/CFT
standards and greater alignment with other nations. One significant de-
velopment of late is the National Council of Prosecution Service Resolu-
tion No. 288,/2024°, It provides rules regarding the seizure, confiscation,
and return of criminal assets, including virtual assets. This follows Brazil’s
foreign affairs investigation into money laundering, corruption and other
crimes branded “Lava Jato” (Operation Car Wash), which secured about
USD 800 million in recoveries and hundreds of convictions, though the
full ramifications of the work curtailed by case law evolving after substantial
judicial findings of concern for process.'!

° The Brazilian Anti-Money Laundering Law. Law No. 9613. 1998. Available at: http://
www.planalto.gov.br/ccivil_03/leis/19613.htm (accessed: 20.03.2026)

10" Available at: https://www.cnmp.mp.br/portal/atos-e-normas/norma/10909/
(accessed: 25.04.2026)

' Watts J. Operation Car Wash: Is this the Biggest Corruption Scandal in History? The
Guardian, 2017. Available at: https://www.theguardian.com/world/2017 /jun/01 /brazil-opera-
tion-car-wash-is-this-the-biggest-corruption-scandal-in-history (accessed: 13.03.2026)
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Russia’s regime, developed out of Federal Law No. 115-FZ of 2001,
has added to its AML/CFT laws the treatment of virtual assets as prop-
erty, legitimized in by its Supreme Court affirming in 2023 that convert-
ing or transferring illicitly obtained virtual assets into non-cash funds via
the use of a third-party account would be sufficient to establish an act of
money laundering. This legal definition is important because it allows for
the prospect for tracing and ultimately seizing the digital assets under AML
and anti-corruption laws. However, Russia’s FATF membership was under
suspension in 2023 due to the geopolitical space developing complicating
and hindering its ability to be a part of global cooperation in the area of
AML/CFT.

India’s Prevention of Money-laundering Act of 2002 provides the
foundation for regulatory framework giving the Directorate of Enforce-
ment broad powers to conduct searches, seizures, attachments, confisca-
tions, and investigations of money laundering-related assets.”® India’s in-
terpretation of the term “property” to include virtual assets has enabled it
to respond to money laundering involving crypto assets without needing
separate legislation.'* At the same time, enforcement is strong one, as dem-
onstrated by a high percentage of cases prosecuted that result in conviction,
despite backlog and challenges resulting from constitutional issues which
cause lengthy delays in enforcement [ Diwakar B., 2025: 19].

China’s framework is based on that country’s 2006 Anti-Money Laun-
dering Law and some amendments to the Penal Code," but it took a de-
finitive turn in August 2024, with a new judicial interpretation issued by the
country’s Supreme Court.'® This interpretation explicitly defined transac-
tions with virtual assets to constitute money laundering, even when laun-
dering by the same person was involved (self-laundering), and established
different threshold levels for defining “serious circumstances” for imposing

12 Russian Federal Law on Countering the Legalization of Proceeds from Crime (Law
No. 115-FZ of August 07, 2001). Available at: https://www.fedsfm.ru/en/normative-legal-
base (accessed: 20.03.2026)

3 The Prevention of Money-Laundering Act. 2002. Law No. 15 of 2003. Section 3.
Available at: https://fiuindia.gov.in/files/AML_Legislation/pmla_2002.html (accessed:
20.03.2026)

4 Ministry of Finance Department of Revenue Notification. March 7, 2023. Available at:
https://egazette.gov.in/WriteRead Data/2023/244184.pdf (accessed: 20.03.2026)

15 Anti-Money Laundering Law of the People’s Republic of China. October 31, 2006.
Available at: http://www.china.org.cn/china/LegislationsForm2001-2010/2011-02/11/con-
tent_21900160.htm (accessed: 23.03.2026)

16 China Supreme Court Revises Anti-Money Laundering Law to Include ‘Virtual
Assets’. 2024. Available at: https://uabonline.org/english-news/china-supreme-court-
revises-anti-money-laundering-law-to-include-virtual-assets/ (accessed: 23.03.2026)
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stronger penalties. It has some significance in a place where cryptocurrency
trading is banned, and it indicates a heightened awareness in China regard-
ing the risks of illicit financing from digital assets.

South Africa’s framework is comprised of the Prevention of Organized
Crime Act of 1998, and the Financial Intelligence Centre of 2001."® The
FIC enacts the functionality of both laws and builds compliance aligned
with FATF through increased reporting obligations. However, despite a ro-
bust legislative framework, South Africa has been under FATF monitoring
for strategic deficiencies, particularly regarding beneficial ownership and
pursuing money laundering cases commensurate with the risk [Mavhu-
ru L., Chitimira H., 2025: 1].

While all of the countries have developed legal frameworks in compli-
ance with international norms, they vary significantly in the regulation of
virtual assets. Russia, India, and China include language defining or refer-
encing virtual assets as property inside their AML/CFT laws; Brazil’s more
broadly defined terminology of “property” also serves a similar function
in the absence of any specific legislation addressing crypto. Conversely,
China’s judicial interpretation in August 2024 fills in a gap prior to that de-
cision without a specific prohibition against cryptocurrency trading. Such
variation among the major economies creates regulatory fragmentation,
meaning that criminals may easily exploit loopholes, routing illicit funds
through jurisdictions with weaker or less explicit regulations. These exam-
ples highlight the need for harmonized regulatory definitions and coordi-
nated strategies between major economies to help prevent criminals from
working in regulatory safe havens.

The assessments provided by the FATF mutual evaluations reports fur-
ther highlight the operational realities of these systems. Brazil’s review
in 2023 has hailed progress in international cooperation and risk assess-
ments while noting weaknesses in enforcement of money laundering tied
to environmental crimes and coordination of domestic authorities. Rus-
sia’s evaluation in 2019, recognizing deep knowledge of money laundering,
called for emphasizing complex case priorities and highlighted significant
deficiencies of supervisory sanctions and prohibitions of criminal owner-
ship of financial institutions. India’s review in 2023 commended technical
compliance, especially confiscation of assets, while noting bottlenecks in

7 The South African Prevention of Organized Crime Act. Law No. 121 of 1998.
Chapter 6. Available at: https://www.gov.za/documents/prevention-organised-crime-act
(accessed: 26.03.2026)

8 The South African Financial Intelligence Centre Act. Law No. 38 of 2001. Part 1.
Available at: https://www.gov.za/documents/financial-intelligence-centre-act (accessed:
26.03.2026)
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prosecution due to judicial delays and unequal supervision across the sec-
tors. Although China’s review cited progress since 2006, there were still
gaps in beneficial ownership transparency and non-financial sectors’ cov-
erage, and a disparity of fraud laundering focus at the expense of other ma-
jor risks. South Africa’s review in 2021 has noted a greater alignment of risk
with investigation, use of financial intelligence, and beneficial ownership
transparency, resulting in greater monitoring by the FATF in 2023.

A consistent finding across all of these assessments is an observed gap
between legislative strength and use, which could be referred to as an “en-
forcement bottleneck.” A series of challenges results in these enforcement
bottlenecks such as court systems being overburdened, procedural delays,
intra-agency coordination, inadequate supervisory powers, and in some
cases, certain predicate offenses are prioritized over others. Updates to
legislation are not enough to widely enhance enforcement; enforcement
reforms and systemic reform in the form of building judicial capacity, es-
tablishing specialized financial crime investigation and prosecution train-
ing, and increased operational cooperation are required. Unless the opera-
tionality of these impediments are addressed, no matter how sophisticated
the law may be, little compliance, reporting, or outcomes on asset recovery
will result.

The low global recovery rate of illicit proceeds speaks to this issue, as it
is estimated that less than 1% of illicit proceeds will be intercepted and re-
turned. FATF notes developing countries alone lose between 20 and 40 bil-
lion dollars annually due to corruption. While Brazil’s Operation Car Wash
acknowledged the potential for mass recovery of assets, it also revealed vul-
nerabilities to domestic legal ungrounding [Binotto A. 2025: 88]. India is
robust in its enforcement as it has provisionally attached billions of assets
in enforcement, however delays in judicial processes are an impediment
[Bajpai G.S., Pal G., 2025: 27]. Internationally, while some cases such as
the recovery of Montesino’s assets in Peru and the repatriation of the Aba-
cha funds to Nigeria resulted in large returns from the US, they were also
complicated and challenging in terms of multi-jurisdictional asset recovery.
In addition, while some of the cases recovered large amounts of returns to
the country, in many instances the recovered assets were utilized without
sufficient planning or governance following the reinstatement.

The emergence of areas such as cryptocurrency recovery provides new
opportunities and challenges. The courts in Singapore have taken a leading
role in characterizing cryptocurrencies as property, allowing freezing and
disclosure orders to protect stolen assets. The US has undertaken significant
operations against Southeast Asia-based scams and has recovered hundreds
of millions of dollars in cryptocurrency, supported by advanced blockchain
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analytics which allow illicit activity across borders to be traced. However,
these successes must be seen against the use by sophisticated laundering
techniques, including rapid cross-border transfers, incorporation of illicit
funds into legitimate streams, and the use of opaque companies.

Recovering the “elusive billions” is not only a race to catch up with crim-
inal innovation as much as overcoming structural and procedural barriers
to recovery of illicit assets and liabilities; both focusing on this in all juris-
dictions is essential. Laws governing banking secrecy, evidentiary standards
that create hurdles, and slow internal and international mutual legal as-
sistance processes can all inhibit recovery. Tracing the fraudulent proceeds
is complex enough on its own with layered transactions and shell compa-
nies, but inconsistent legal definitions and approach to enforcement across
states and jurisdictions increases the challenges to recovery. For BRICS
countries, as well as all nations, closing the gaps requires a convergence
of legislative transparency and clarity, operational capability, and mutual
trust and reciprocity through police cooperation agreements [Bansal C.L.,
Aggarwal S., 2017: 12781]. Without the pursuit of policy advocacy in com-
bination with practical measures of coordination and documentation, the
recovery of proceeds of crime will continue to be a hope or wish, and not a
consistent outcome.

3. Anti-Money Laundering and Asset Recovery
Frameworks in ASEAN

The ASEAN remains a rapidly expanding economic bloc, sharing many
similarities with blocs like BRICS regarding opportunities and challenges
in this area [Rahman S. et al., 2023: 208]. One of the most tenacious chal-
lenges facing ASEAN remains the insidious threat of transnational orga-
nized crime and the stealthy nature of illicit financial flows that threaten
economic stability and prosperity. ASEAN states have theoretically sup-
ported international frameworks that supposedly hold them accountable
to certain international norms in this space, particularly those ascending
from the FATF. Regardless, the implementation of AML programs and as-
set recovery frameworks in ASEAN is contingent upon the various legal
frameworks in each state — the differences in both the provisions of legisla-
tion and the latitude or prescription of implementation and enforcement
varies significantly state to state allowing for a patchwork and fragmented
regulatory AML environment in the region. It can be argued aspects of
fragmented AML regulations can simultaneously foster fluidity around
financial adequacy and create potential vulnerabilities for sophisticated
criminal enterprises.
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The majority of ASEAN states have a AML and counter-terrorism fi-
nancing framework in place (to the extent of international norms set out
in FATF) that largely criminalizes the act of money laundering, requires
financial institutions to report suspicious activities or abuses to its respec-
tive financial intelligence unit (FIU) within the jurisdiction, and have units
studying, applying, and sharing information to law enforcement. The par-
ticulars of this legal framework and the mechanisms for supervision of its
enforcement vary greatly from jurisdiction to jurisdiction. Indonesian Law
No. 8 of 2010 remains the main AML law and serves as a full legislative
framework to support the government’s objectives around AML general-
ly."” The Indonesian FIU has the power to freeze payment transactions for
20 working days, and its investigators have the right to access information
about the assets held by the suspect to help overcome financial secrecy
laws. On the other hand, the process for requesting a return of seized assets
will require, (typically but not always) a conviction by a court of compe-
tent jurisdiction [Santoso T., 2020: 67], and that a mutual legal assistance
framework is instituted, or time and resource constraints could limit the
results of the investigation, especially when handling international matters
where you are dealing with multiple jurisdictions’ financial transactions
[Hariyanti D., Wibisono D., 2026: 4266].

Malaysia approaches AML risk through the Anti-Money Laundering,
Anti-Terrorism Financing and Proceeds of Unlawful Activities Act 2001.%°
This law enacts the scope of both money laundering and terrorism financ-
ing in laws that govern the applicable legislation in many countries. In
accordance to the law, customer due diligence and record-keeping must
be strictly observed, and suspicious transaction reports must be filed with
the FIU. Crucially, Malaysia provides for conviction-based and un- and
non-conviction-based forfeiture which provides autonomy for authorities
to confiscate of property without necessarily having to obtain a conviction
even when problematic conduct is sufficient to warrant a conviction.

The Philippines considers their options to be of equal strength to (if not
superior) to Malaysia’s with respect to the legislative basis for asset recov-
ery in AML practices. The Anti-Money Laundering Council, pursuant to
Republic Act- 9160 has considerably greater investigative and prosecuto-
rial powers than comparable law in Malaysia that greatly enable the Coun-

1 Law of the Republic of Indonesia on Prevention and Eradication of Criminal Act
of Money Laundering. Law No. 8 of 2010. Article 3. Available at: https://peraturan.go.id/
files2/uu-no-8-tahun-2010_terjemah.pdf (accessed: 27.03.2026)

2 Available at: https://www.bnm.gov.my/-/anti-money-laundering-anti-terrorism-fi-
nancing-and-proceeds-of-unlawful-activities-act-2001-act-613- (accessed: 27.03.2026)
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cil to immediately freeze accounts suspected of having proceeds of illegal
acts without a court order.?! While this suspension of activity produces the
desired result of freezing a suspect’s asset, it can be accomplished faster
than requiring a court hearing, it may be enacted subject to meeting a strict
timeline to advance to court with the action or risk the proper financial
activity of legitimate transactions.

Singapore’s AML framework, grounded in the Corruption, Drug Traf-
ficking and other Serious Crimes (Confiscation of Benefits) Act-1992,%
stands as one of the more robust in the ASEAN region. The Act makes
laundering the proceeds of an expansive list of predicate offenses a criminal
offense and allows for both conviction and non-conviction confiscation.
There is a sound risk-based supervisory framework, led by the Monetary
Authority of Singapore to enforcement, with strict due diligence obliga-
tions and penalties that are significant for any lack of compliance. Thai-
land’s own Anti-Money Laundering Act providing broad investigative and
seizure powers to its Anti-Money Laundering Office to combat AML,?
aided by laws aimed at combating terrorism financing and proliferation of
weapons of mass destruction. In addition, Thai law also permits civil for-
feiture of assets regardless of a criminal conviction, allowing authorities to
proactively seize the assets of criminals before a conviction.

Despite implementation of such laws, the AML landscape in ASEAN
remains far from harmonized, with mixed approaches to thresholds, vary-
ing procedural requirements and a patchwork of enforcement practices.
Some member states like Malaysia and Singapore are proactive in their use
of non-conviction forfeiture, whilst others such as Thailand have a stron-
ger reliance on conviction-based forfeiture regimes that are able to restrict
the speed of asset recovery in transnational situations. These deficiencies
in harmonization also create loopholes in the regional system that crimi-
nals can exploit to move funds to jurisdictions perceived to have weaker
oversight or more permissive enforcement. Moreover, fragmentation offers
a basis for friction in cooperation across borders, rendering mutual legal
assistance complex and slow, thereby ultimately restricting and slowing
criminal investigations that require swifter action.

The FATF mutual evaluation reports provide useful commentary on
the strengths and weaknesses of ASEAN members’ AML/CFT regimes.

2l Available at: http://www.amlc.gov.ph/laws/money-laundering/2015-10-16-02- 50-
56/republic-act-9160 (accessed: 27.03.2026)

22 Available at: https://sso.agc.gov.sg/Act/CDTOSCCBA1992 (accessed: 27.03.2026)

2 Available at: https://natlex.ilo.org/dyn/natlex2/natlex2/files/download/54113/
THAS54113.pdf (accessed: 27.03.2026)
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Indonesia’s evaluation praises its solid legislative base and productive use
of financial intelligence, but calls for improvements to be made to recover
assets, especially outside the country, and in cases involving environmental
crimes.?* The evaluation of Malaysia commends the overall comprehen-
siveness of its framework, which has led to quality intelligence products, but
it struggles to prosecute consistently and utilize forfeiture when it comes to
the areas of greater risk such as fraud and corruption.? In the Philippines,
some improvements in supervision of designated non-financial businesses
and professions and some of the strategic deficiencies have been corrected;
however, counter-terrorism financing shortage remains, yet these issues
still affect legitimate and non-profit activities.?

Singapore’s AML regime is highly regarded as being strong, with broad-
ly written money laundering offenses and robust confiscation provisions.
Its financial intelligence unit, Suspicious Transaction Reporting Office, is
praised, but there has been encouragement from the FATF to increase the
detection of laundering linked to a foreign predicate offense.?’” Thailand
has made progress through some reforms on efficiency, but there is still a
need for reform in legal requirements and operational capacity of AMLO
to comply technically. All of these evaluations converge on a consistent
finding: legislative frameworks are generally clean and strong, but practi-
cal effectiveness is patchy. Other limitations to effectiveness include bur-
dened resources, information sharing between authorities, and the chal-
lenge of adjusting to new criminal responses—namely the proliferation of
cybercrime and the movement of virtual assets. Without sufficient funding
for new technologies and specialized personnel, authorities will always be
playing catch-up selected by increasingly sophisticated criminals.

These systemic challenges are clearly evident from case studies and sta-
tistical analysis. The global recovery rate of illicit proceeds is reported to
be around one percent, and the ASEAN region does not deviate from this

2 FATF 2023. Anti-money laundering and counter-terrorist financing measures —
Indonesia. Evaluation Report. Available at https://www.fatf-gafi.org/content/dam/
fatf-gafi/mer/Mutual-Evaluation-Report-Indonesia-2023.pdf.coredownload.inline.pdf
(accessed: 27.03.2026)

2 FATF 2015. Anti-money laundering and counter-terrorist financing measures —
Malaysia. Evaluation Report. Available at: https://www.fatf-gafi.org/en/countries/detail/
Malaysia.html (accessed: 27.03.2026)

% Global dirty money watchdog adds Malta to ‘grey list’, keeps Pakistan. Available
at: https://www.reuters.com/business/global-dirty-money-watchdog-adds-malta-grey-
list-keeps-pakistan-2021-06-25/ (accessed: 27.03.2026)

27 FATF 2016. Anti-money laundering and counter-terrorist financing measures —
Singapore. Evaluation Report. Available at: https://www.fatf-gafi.org/en/publications/
Mutualevaluations/Mer-singapore-2016.html (accessed: 27.03.2026)
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experience [Nguyen N.A., Nguyen D.N., 2025: 4]. In the example of Gen-
neva Malaysia Sdn Bhd, the firm illegally accepted RM7 billion in depos-
its, of which 4.5 billion was determined to be laundered; this was one of a
wide-ranging series of financial crimes, which collectively estimated global
financial crime as exceeding 1 trillion dollars annually, occurring in the
context of perceived legitimacy?. In addition to customary money laun-
dering, Southeast Asia has also experienced an increase in cyber-enabled
financial crimes. According to the UN Office on Drugs and Crime, com-
plaints about industrial-scale scam centers have emerged from places such
as Cambodia, Laos, Myanmar and the Philippines — generating around
40 billion by means of online casinos, cryptocurrency and underground
banking. Once illicit profits are generated they are moved quickly (often
routinely) and through layered means, preventing the authorities from de-
tecting and recovering illicit proceeds.

Organized crime challenges this already complex environment, as or-
ganizations such as the Chinese Triads, have adapted their operations to
conduct online fraud in post-COVID worlds, often with the protection
of or involvement of local elites and authorities, in some jurisdictions. In
Cambodia estimates suggest that elite-controlled online scams exceed 12.5
billion per annum, the equivalent of around 6 billion annually on half of
Cambodia’s GDP?. When commercial interests and political power are
committed to criminal enterprises, enforcing measures is incredibly com-
plicated and fundamentally corrupts the integrity of AML systems.

Modern techniques of laundering methods challenge even more.
Criminals often exploit and conduct money laundering by indulging in a
number of practices that make tracing funds incredibly difficult, includ-
ing increasingly sophisticated commingling of illicit and legitimate funds,
using offshore shell companies, and layering transactions across multiple
jurisdictions with unusual speed. The rise of digital financial platforms has
generated meaning, what some call a “digital laundromat”, where crypto-
currencies, online gambling, e-commerce sites and gaming are enabled for
their anonymity, speed and cross border capabilities. Practices involving
mixing services or other technologies involving cryptocurrencies or chains
may come and go, and even transactions through the dark web, make it
very difficult for the authorities to trace and identify illicit funds to specific

2 AML/CTF Compliance in Malaysia. 2024. Available at: https://arctic-intelligence.
com/countries/compliance-malaysia (accessed: 16.01. 2025)

2 The Chinese Triads in Southeast Asia: ASEAN Endeavour in Undertaking TOC.
Available at: https://moderndiplomacy.eu/2025/02/06/the-chinese-triads-in-southeast-
asia-asean-endeavour-in-undertaking-toc/
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individuals. Thus, law enforcement is contained in an environment of con-
stantly changing laundering techniques, where even a few years is endur-
ing, and the technological and operational gap remains wide one, often
moving faster than authorities’ response.

4. Challenges and Emerging Trends in Combating
Transnational Organized Crime
and lllicit Financial Flows

The anti-transnational organized crime and illicit financial flows strug-
gle in the both blocs is taking place in a broader context of unsophisticated
challenges and trends that exist above and beyond the nation-state context
and other traditional financial channels. This multi-factorial struggle is in-
fluenced by the emergence of non-traditional financial channels, legal and
operational challenges to cross-border cooperation, and the broader chal-
lenges brought by corruption and deficits in governance. Each of these has
created a complex environment that enables criminal networks to continue
to adapt and flourish which implicated others in their activities and explore
the operational edges of existing frameworks designed to detect and miti-
gate those activities [Belli L. et al., 2024: 3].

One of the most significant changes in the field is the emergence of non-
traditional financial channels and systems, especially cryptocurrencies, but
also informal financial systems [Arnone G., 2026: 12]. Cryptocurrencies
alter the financial environment by allowing for decentralized, borderless,
pseudonymous transactions. Although it creates immeasurable opportu-
nity and convenience, it has also created widening spaces for illicit actors
to hide their activities.*® In particular, money launderers have been using
various methods and strategies for concealing their funds including “tum-
blers”, or mixing services that merge illicit proceeds with legitimate funds
to obscure any meaningful trail back to the origin.’' Financial actors may
also be chain-hopping (that is, switching from one cryptocurrency to an-
other) and using crypto wallets to engage in cross-border remittances or
remitting funds, which will obscure any illicit origins through the layering
of digital transactions. The advent of the dark web also complicates mat-
ters as these platforms become a hidden marketplace to engage in illegal

3 Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset
Service Providers 2021. Para 10-15. Available at: https://www.fatf-gafi.org/en/publications/
Fatfrecommendations/Guidance-rba-virtual-assets-2021.html (accessed: 29.03.2026)

31 United States Secret Service Public Advisory. Cryptocurrency Mixers. 2025. Avail-
able at: https://www.secretservice.gov/sites/default/files/reports/2025-06/Public-Alert-
Cryptocurrency-Mixing.pdf (accessed: 29.03.2026)
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exchanges, supported by some encryption to hide the identity of transac-
tion participants and use of transaction terms. Estimates have recently sug-
gested that more than $50 billion worth of cryptocurrency has been laun-
dered, simply over the past years [Zhou H.Y., 2025: 142]. Cryptocurrencies
have also become increasingly linked to terrorism financing and data has
shown that a useful share of terrorist events in recent years were funded by
cryptocurrency. While other avenues like Bitcoin ATMs have emerged, that
are relatively harmless in their origin;* however, they have also surfaced in
certain jurisdictions as a laundering nexus. This illustrates how much cryp-
tocurrencies have cemented their place as pervasively embedded vehicles
for illicit financial flows.

The swift advancement of innovations in cryptocurrency, however, has
exceeded the pace at which governments and regulators develop any reg-
ulatory frameworks. Many countries are struggling to clearly define Vir-
tual Asset Service Providers and apply traditional AML and Know Your
Customer practices to decentralized financial platforms and privacy coins.
These regulatory inconsistencies have created jurisdictions that are oppor-
tunities for crypto platforms wishing to minimize regulatory scrutiny, while
increasing the potential risk of money laundering and criminal activity.
Like cryptocurrencies, informal financial systems are similarly exploited
for their lack of transparency. In particular, Chinese money laundering
networks have developed exceptionally efficient systems and techniques
using commonly for encrypted communications, such as WeChat and
Chinese bank apps.** They can extract large amounts of money, including
from drug cartels, without being detected by enforcement agencies in for-
eign countries. US. officials suggest that illicit financial flows through and
across China are valued at around $154 billion annually, it demonstrates
the sheer scale and sophistication of these networks**. The appeal of these
non-traditional systems, whether money laundering or cryptocurrencies
stems from the “anonymity advantage” they provide — cryptocurrencies
create disintermediation from traditional financial institutions, borderless
and immediate transactions, and no settlement limits on funds being trans-

32 FinCEN Notice (Notice FIN-2025-NTCI1 on Cryptocurrency Kiosks), August 4,
2025. Available at: https://www.fincen.gov/sites/default/files/shared/FinCEN_ Notice
CVC_Kiosks.pdf (accessed: 30.03.2026)

3 Available at: https://www.comsuregroup.com/news/chinese-banks-laundering-
cash-for-drug-cartels-as-154-billion-pass-through-china-each-and-every-year/ (ac-
cessed: 30.03.2026)

3 Committee on Oversight and Accountability of US House of Representatives. China
in Our Backyard: How Chinese Money Laundering Organizations Enrich the Cartels?
Washington, 2023.
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ferred across frontiers, and once a crypto transaction is settled, it is irre-
versible. It creates a dynamic where money laundering and serious criminal
activities are being constantly developed and innovated, to capitalize on
new technologies or regulatory gaps, while regulators and law enforcement
attempt to create tools and lawful frameworks that can stay relevant and
equipped to deal with these changing developments. Therefore, the chal-
lenge is not only to observe criminal behavior but to understand the crimi-
nal behavior rapidly and at a scale where it is able to match the speed and
ingenuity of criminal persons.

However, as these innovations in financial technology are emerging, op-
erational and legal barriers in cross border collaboration present additional
challenges. International cooperation is needed to combat transnational or-
ganized crime. Unfortunately, the current landscape is a complicated com-
plex of legal and procedural challenges. The global systems of AML and
CFT closely resemble a dense matrix of overlapping regulations governed
by separate legal requirements for every state and country that require juris-
diction-specific knowledge and resources. The fragmentation creates gaps
which criminals can easily exploit. In many cases, for a financial institution
to successfully identify Ultimate Beneficial Owners and verify the identity
of customers, the financial institution is forced to redundantly conduct
screening and to repeat the processes of verifying any involvement in any
criminal activities. This often results in incomplete sanction lists, multiple
false positives and significant delays. Data privacy laws further complicate
matters by restricting access to critical information necessary to conduct
screening and investigation of transactions, many times hindering cross-
border regulatory efforts.

Mutual Legal Assistance (MLA), in spite of international instruments
to support its implementation, presents major hurdles for operationaliza-
tion.>> Requests for assistance can get stalled by overwhelming procedural
requirements, banking secrecy laws that inhibit information-sharing, and
the absence of non-conviction-based recovery procedures in some juris-
dictions. Furthermore, restrictive evidentiary and procedural laws can
prevent effective cooperation; in addition to practical barriers such as the
ability to identify a potential contact, processing delays, or requests drafted
in a manner that makes acceptance difficult, each can result in a request
being rejected. Political will to prioritize asset recovery or proactively com-
bat illicit financial flows is lacking in some jurisdictions. Beyond this in-
ertia, resources limitations such as skill deficits in human resources or the

3 UN Convention against Transnational Organized Crime. Resolution 55/25 of No-
vember 15, 2000. Article 18. Available at: https://www.unodc.org/unodc/en/organized-
crime/intro/UNTOC.html (accessed: 02.04.2026)
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burdensome and manual compliance processes laden with false positives,
are barriers to the efficacy of financial institutions and enforcement practi-
tioners alike [Thiébaut R., 2024: 5]. Additionally, many jurisdictions lack
investigative capacity which further dilutes the basic ability to trace, freeze,
or recover illicit assets. Combined, the structural and operational factors
create a ‘jurisdictional labyrinth’ which transnational organized crime are
adept at navigating, remaining steps ahead of enforcement by taking advan-
tage of contrasting law, due diligence requirements, procedural law, and
the varying ability to enforce in each jurisdiction. So even ifillicit profits are
ultimately traced, there are many practical realities that complicate tracing
and recovering the proceeds of crime through multiple jurisdictions; it is
often a laborious, lengthy or ultimately fruitless endeavor.

On the top of the structural and operational barriers the pervasive in-
fluence of corruption and lack of governance function as significant, and
not ancillary, facilitators of transnational organized crime. Illicit financial
flows driven and facilitated through corruption have a devastating effect
on national development, as they undermine the trust citizens have with
public institutions, negatively impact private sector investment, and hinder
the delivery of important public services and poverty alleviation objectives.
The impact of organized crime, social and economic, is enormous; directly
undermining the capacity of governments or sovereigns to govern, while
also contributing to perpetuating cycles of inequality and underdevelop-
ment. The billions lost to illicit cash flows each year are not simply financial
losses in many cases, they represent opportunity costs for societal advance-
ment in terms of growth, livelihood, and alleviating poverty; I would argue
they exceed the annual sums that are collectively provided in global aid.
Furthermore, it is troubling the also documented complicity of national
elites and authorities to facilitate criminal enterprises exists. For example,
in Southeast Asia, many online scam operations controlled by armed gangs
and through the use of coercion and forced labor, are protected by national
elites and state officials. The economic scale of these organized crime enter-
prises is astonishing; illicit earnings are estimated to be in the range of tens
of billions of dollars, an astonishing amount if you consider in some cases
it a component of gross domestic product in a jurisdiction. In Cambodia
there are estimates that online scams that are controlled by elites generated
revenue equivalent to 50% of the country’s GDP. Furthermore, it is dif-
ficult to underestimate the depth at which criminal networks have inserted
themselves and consolidated networks and influence with state actors.*

% UNODC. Transnational Organized Crime and the Convergence of Cyber-Enabled
Fraud, Underground Banking and Technological Innovation in Southeast Asia. 2024.
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Such relationship produces a “corrosive nexus” in that corruption and
governance inadequacies enable organized crime by diminishing enforce-
ment mechanisms and regulatory authority; it also creates, in practice, safe
havens for illicit actors. Where the state or elite actors cooperate with orga-
nized criminals, agencies tasked with detecting and investigating financial
crime are rendered ineffective, similarly nullifying generous legal regimes,
both domestic and international. The resistance, combined with a lack
of political will, means that tracing, freezing, and recovering proceeds of
crime is extraordinarily difficult, and it is shielded behind agency protec-
tions. This systemic corruption not only creates an environment for illicit
financial flows to occur but also provides protection from confiscation and
provides ongoing opportunities for crime that undermine national devel-
opment needs and the rule of law.

Conclusion

The assessment of AML and AR systems within the BRICS and ASE-
AN blocs demonstrates a commonality: robust institutional arrangements
based on international measures (FATF and UN conventions), but enforce-
ment is often compromised by significant enforcement gaps and practical
constraints and political interference. The FATF resale recommendations
and UN conventions provide an excellent initial set of tools to help com-
bat illegal flows of financial capital, but actualizing those frameworks into
impact remains pervasive across jurisdictions and forms a part of the gap
analyzed above for example, but similar to another “compliance” — gap
associated with institutional weaknesses, such as disjointed national regu-
lations, a lack of inter-agency coordination and an inadequate state and
inter-state capacity to trace, freeze, and confiscate criminal assets.

While growth trajectories in both blocs reinforce lawful trade and in-
vestment, they also attract sophisticated criminals who take advantage of
weaknesses in oversight within the regulatory community. The develop-
ment of non-traditional financial channels (cryptocurrencies, informal
value transfer systems, and opaque corporate structures, for instance) has
served to increase the opportunities for money laundering carried out by
criminal networks and further obstructed asset-recovery effectiveness of
the state. In addition, entrenched corruption and poor governance rela-
tions form a toxic environment inhospitable to counter-crime efforts, as
corrupt and/or elite actors operate to protect these investments, if not en-

Available at: https://www.unodc.org/roseap/uploads/documents/Publications/2024/
TOC_Convergence_Report_2024.pdf (accessed: 02.04.2026)
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courage their expansion. Vast differences in economic development must
also be considered. Nevertheless, confronting these significant challenges
faced by justice processes necessitates more than aligning legislation to best
practice or sporadic enforcement operations. Rather, a strategic reset that
places value on prevention over reactive responses; leveraging technologi-
cal applications of financial intelligence; and building capacities of the jus-
tice system and stakeholders that are able to respond at pace to modern
transnational crime sophistication is critical. Last, but most certainly not
least, BRICS and ASEAN states must work to deepen cross-border coop-
eration through legal assistance agreements, swift and strategic partnership
definitions, especially with virtual assets, and through trust-based partner-
ships that extend beyond competition.

References

1. Arnone G. (2026) Regulating the crypto-laundering chain: a comparative study
of scam compounds and money mule mechanisms within criminal networks. Risks,
vol. 14, no. 4, pp. 1-21. DOI: 10.3390/risks 14040096.

2. Bajpai G.S., Pal G. (2025) Absence of period of limitation in India’s prevention of
money laundering act, 2002. Analyzing its impact on legal certainty and fundamental
rights. Journal of lllicit Trade, Financial Crime, and Compliance, vol. 1, pp. 27-36.
DOI: 10.65879/3070-6122.2025.1.04.

3. Bansal C.L., Aggarwal S. (2017) Public policy paradox in enforcement of foreign
arbitral awards in BRICS countries. International Journal of Law and Management,
vol. 59, no. 6, pp. 1279-1291. DOI: 10.1108/IJLMA-09-2016-0079.

4. Belli L. et al. (2024) Data sovereignty and data transfers as fundamental elements
of digital transformation: lessons from the BRICS countries. Computer Law & Secu-
rity Review, vol. 54, p. 106017. DOI: 10.1016/j.clsr.2024.106017.

5. Binotto A. (2025) Corporate liability after Car Wash: spillovers to Brazilian cor-
porate law on liability. OAati Socio-Legal Series, vol. 15, no. 3, pp. 85-94. DOI:
10.35295/0sls.iisl.2292

6. Dang D.Q., Wu W., Korkos |. (2024) Stock market and inequality distributions:
evidence from the BRICS and G7 countries. International Review of Economics &
Finance, vol. 92, pp. 1172-1190. DOI: 10.1016/j.iref.2024.02.067.

7. Diwakar B. (2025) Cryptocurrency regulations and their effect on investor confi-
dence in India. European Economic Letters, vol. 15, no. 2, pp. 19-35. DOI: 10.52783/
eel.v15i2s.3837.

8. Guimaraes C.C. (2025) Combating corruption and money laundering in a multi-
polar world: institutional aspects of BRICS countries. Journal of Foreign Legislation
and Comparative Law, vol. 21, no. 4, p. 21. DOI: 10.61205/jzsp.2025.4.2

9. Hariyanti D., Wibisono D.K. (2026) State asset recovery from the proceeds of
crime in money laundering in Indonesia: analysis of the effectiveness and urgency of
implementing non-conviction based asset forfeiture. Eduvest-Journal of Universal
Studies, vol. 6, no. 4, pp. 4266-4273. DOI: 10.59188/eduvest.v6i4.52670.

295



Law in the Modern World

10. Lee B., Sims J., Lee Y.-T. (2025) BRICS expansion: threat or opportunity for ASE-
AN? India Quarterly, vol. 81, no. 2, pp. 130-157. DOI: 10.1177/09749284251328226.

11. Mahmood H., Ashraf B.N., Tran V. (2026) Political stability and money laundering
risk. Economies, vol. 14, no. 2, pp. 1-19. DOI: 10.3390/economies14020068.

12. Marques A.C., Matos R. (2025) The repercussions of corruption on green
growth: evidence from BRICS+ countries. Sustainable Futures, vol. 9, p. 100542.
DOI: 10.1016/j.sftr.2025.100542.

13. Mavhuru L., Chitimira H. (2025) An analysis of impact of the risk-based approach
to combat money laundering and the financing of terrorism on financial inclusion in
South Africa. Potchefstroom Electronic Law Journal, vol. 28, no. 1, pp. 1-30. DOI:
10.17159/1727-3781/2025/v28i0a21305.

14.NguyenN.A., Nguyen D.N. (2025) Anti-corruptioninVietnam: aninstitutional anal-
ysis. Cogent Social Sciences, vol. 11, no. 1, pp. 1-10. DOI: 10.1080/23311886.2025.
2460320.

15. Nguyen Q.K., Dang V.C. (2022) The impact of risk governance structure on bank
risk management effectiveness: evidence from ASEAN countries. Heliyon, vol. 8,
no. 10, p. e11192. DOI: 10.1016/j.heliyon.2022.e11192.

16. Qin S. et al. (2025) Digital development and China—BRICS trade: role of institutional
distance. Finance Research Letters, vol. 73, p. 106636. DOI: 10.1016/j.fr|.2024.106636.

17. Rahman J. et al. (2025) Regulatory landscape of blockchain assets: analyzing
the drivers of NFT and cryptocurrency regulation. BenchCouncil Transactions on
Benchmarks, Standards and Evaluations, vol. 5, no. 1, p. 100214. DOI: 10.1016/j.
tbench.2025.100214.

18. Rahman S.U. et al. (2023) Do financial technology and financial development
lessen shadow economy? Evidence from BRICS economies using heterogeneous
bootstrap panel causality. The Quarterly Review of Economics and Finance, vol. 90,
pp. 201-210. DOI: 10.1016/j.qref.2023.06.005.

19. Reznik O. et al. (2023) Financial intelligence (monitoring) as an effective way
in the field of combating money laundering. Journal of Money Laundering Control,
vol. 26, no. 1, pp. 94-105. DOI: 10.1108/JMLC-09-2021-0102.

20. Santoso T. (2020) Parties to crime: development and comparison. Indonesian
Comparative Law Review, vol. 2, no. 2, pp. 67-79. DOI: 10.18196/iclIr.2217.

21. Shahrokhi M. et al. (2017) The evolution and future of the BRICS: unbundling
politics from economics. Global Finance Journal, vol. 32, pp. 1-15. DOI: 10.1016/j.
gfj.2017.03.002.

22. Thiébaut R. (2024) The role of transnational legal process in advancing a sustain-
able agenda within the BRICS. Journal of Law and Sustainable Development, vol. 12,
no. 10, p. e3997. DOI: 10.55908/sdgs.v12i10.3997.

23. Wang F. et al. (2024) The role of natural resources, fintech and economic com-
plexity in sustainable development for BRICS nations: a policy insight from advanced
panel data techniques. Resources Policy, vol. 97, p. 105280. DOI: 10.1016/j.resour-
pol.2024.105280.

24. Weilert A.K. (2016) United Nations Convention against corruption: after ten years
of being in force. Max Planck Yearbook of United Nations Law Online, vol. 19, no. 1,
pp. 216-240. DOI: 10.1163/18757413-00190008.

25. Zhou H.Y. (2025) Regulating crypto money laundering: an assessment of current
regulatory responses and potentials for technology-based solutions. Stanford Jour-
nal of Blockchain Law & Policy, vol. 8, pp. 142-176.

296



R. Anggriawan. Anti-Money Laundering Regimes and Asset Recovery Measures

Information about the author:
R. Anggriawan — PhD Candidate, Lecturer.

UHdopmauuna o6 aBTOpe:
P. AHrpnasaH — acnvpaHT, npenonasaresib.

The article was submitted to editorial office 26.04.2026; approved after reviewing
14.05.2026; accepted for publication 14.05.2026.

Cratbs noctynuna B pepakuuvio 26.04.2026; onobpeHa nocne peueH3npoBaHus
14.05.2026; npuHsTa k nyénukauum 14.05.2026.



